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November 29, 1989

Honorable William H. Webster
Director

Central Intelligence Agency
Washington, D.C. 20505

Dear Judge Webster:

In order for the Government Operations Committee to carry out its
oversight responsibilities, would you please provide me with
answers to the following questions regarding your office's
compliance with Section 618 of H.R. 2989, which places
restrictions on the content of federal employee nondisclosure
agreements. The bill was signed by the President on November 3,
1989, Public Law No. 101-136.

1. Have you notified agencies to discontinue use
of Standard Form 43557?

2. What actions have you taken to ensure that
agencies comply with the ban on use of
Standard Form 43557

3. Have you begun to develop a new standard form
to be used in place of Standard Form 4355?

4. Do you plan to make a draft of a revised form
available to Members of Congress and the
public for comment before making final
decisions on the content of that form?

5. In recognition of Congress' concern that a
duty to inquire about the status of unmarked
or unclassified information whenever any
employee has doubt about the status of
information may:

(a) chill legitimate disclosures;
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(b) may force potential whistleblowers
to identify themselves to their
superiors 1in contravention of
whistleblower protection statutes;
and

(c) has no basis in Executive Order
12356.

Do you plan to eliminate this language from
Standard Form 43557?

6. bDuring the 1last five vyears, how many
disclosures of unmarked classified
information or unmarked information in the
process of receiving a classification
determination have been reported to you? As
to each such situation, describe what
information the disclosing employee had about
the classified status of the information?

7. Do you agree that the current forms and any
replacement forms do not supersede Executive
Order 123562 If there are any differences in
an employee's liability for disclosures of
information wunder the forms and Executive
Order 12356, explain what they are.

8. What specific changes do you plan to make to
Standard Form 4355?

9. Given that federal agencies make the
espionage statutes and Executive Order 12356
available to employees when they sign or have
questions about Standard Form 4355, would you
agree to make whistleblower protection
statutes available to employees as a routine
matter as well?

10. How many prepublication review submissions
did the CIA receive in 1988 and 19892 How
many were works of fiction?

11. As to each submission, how long it takes the

agency to complete prepublication review of
each submission?
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12. How many submissions did the CIA receive from
individuals who ceased their government
employment more than 10 years ago? More than
5 years ago? Of these, how many reductions
were there for currently classified
information? At what level was the
information classified? How much information
was declassified during the course of the
review?

13. Does the CIA or DCI have regulations
governing prepublication review and if so,
how are they made available to employees,
contractors and the public?

14. Does the DCI review other agencies'
regulations for carrying out prepublication
reviews under nondisclosure forms approved by
the DCI? If so, what guidelines do vyou
apply to such regqulations? Please submit
copies of these regulations.

I would appreciate your prompt attention to this matter, and

would request a response within 5 working days. If that is not
feasible, or if there is any aspect of this request which needs
further communications, please direct questions and

correspondence to Special Counsel Frank Askin at the Subcommittee
on Legislation and National Security, 225-5157.
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